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[ Introduction.

The New Y ork State Department of Transportation (“Department”) has and isingtalling closed-circuit
televison sysems (“CCTV systems’) dong certain Sate roadways as part of its Intelligent
Trangportation Systems (“ITS") program. The ITS program includes the use of technology to address
transportation needs. The CCTV system is an ement of Advanced Traffic Management Systems
(“ATM Sygstems’) that dlow the Department to manage its roadway system in amanner that maximizes
the efficiency of the existing fadilities. Thisis criticaly important in congested urban areas where it may
not be possible or desirable to add roadway capacity.

ATM Systems use technologies such as CCTV systems, traffic detectors and electronic message Sgns
to monitor and collect information on traffic conditions, manage traffic, quickly detect incidents,
dispatch the proper response and provide motorists advance notice of congestion, reducing the
possibility of secondary accidents and alowing motorists to consider aternate routes, modes or travel
times. These systems are run from Trangportation Management Centers (“TMC") where managers and
operators anayze the input from the field devices, manage traffic viathe ATM system elements and
coordinate the fastest and best response to the incident.

Theuse of CCTV cameras are an integral part of these systemsin New York State aswell as
throughout the country. The CCTV systems are a vauable source of data, specificdly, traffic
conditions, and/or traveler information to be provided to the public. Traffic or traveler information is
provided to the traveling public to dert them to roadway conditions, incidents ahead or on adjacent
roadways, anticipated travel times, congestion, detour recommendations, and advance notice of future
roadway condition changes anticipated as aresult of specia events or roadway congtruction activities.
Accordingly, the Department shares the data with media and traveler information service providers for
the purpose of digtributing information to the widest audience possible. In this context, CCTV systems
are datalinformation-collecting tools. They must be utilized in a consstent manner that strives to uphold
the public's expectation of privacy, while serving their function as a traffic management and traveler
information tool.

. Applicability.
This palicy establishes the manner in which the public’ s reasonable expectation of privecy is
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protected where the Department deploys Closed-Circuit Televison Systems as eements of Advanced
Traffic Management Systems. This Policy provides principles which will be followed by the Department
in the management of Traffic Management Systems.

1. Definitions.

A. “Closed-Circuit Televison Sysem (“CCTV system”)” shdl mean avideo camera system
and/or network used to collect, transmit and monitor data electronically via a data stream and project
such data onto a video monitor, televison screen or other monitoring equipment. The CCTV system is
aclosed circuit in that it has limited access and dl eements are directly connected and controlled by
authorized operators of the system. Directly connected in this context includes systems linked by
microwave, infrared beams, eectric wiring, etc.

B. "Advanced Traffic Management Systems (“ATM Systems’)” shdl mean technologies such as
CCTV, tréffic detectors and dectronic message Sgns to collect information, manage traffic, quickly
detect incidents, digpatch the proper response and provide motorists advanced notice of congestion,
reducing the possbility of secondary accidents and alowing motorists to consider dternate routes,
modes, or travel times.

C. "Trangportation Management Center (“TMC”)" shal mean the central sation site for
monitoring, anayzing and using the data collected by the Advanced Traffic Management System.

D. "Datd’ shdl mean information collected by a CCTV system, including alive feed or any
recording from such, from the Advanced Traffic Management System closed-circuit television system.

E. "Entity” shal mean a private corporation or other private organization, including media or other
information service provider, which is duly authorized under an agreement with the Department
congstent with this policy to receive Advanced Traffic Management System data.

F. "Incident” shal mean an activity that occurs on the road, roadway, right-of-way or in proximity
to it, such asavehicular accident, flat tire, fire, or amilar Stuation that has or could have a roadway
safety or congestion impact on travel conditions on such roadway.

G. "Persond Identifier Information” shall mean any data that
I. identifiesan individud, drivers or passengers
il. identifieslicense plate of vehidles
iii. identifies contents of the enclosed interior of passenger vehicles
iv. trackstheindividud travel pattern of a pecific vehicle

H. “Public Partner” shal mean any public agency, government, municipaity, authority, accredited
academic ingtitution or codition of such bodies that entersinto an agreement with the Department for
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the use of CCTV data consstent with the provisons set forth in this policy.

l. “Mine/Mining” shal mean any process wherein data containing persond identifier informetion is
collected, manipulated, enlarged, enhanced, anadyzed, and/or otherwise used.

IV.  Principles.

The planning, design, deployment, operation and maintenance of al CCTV systems deployed by
the Department, as dements of ATM System shdl conform to the following principles:

A. Privacy.

The individud's right of persond privacy shdl be respected and protected. The Department shall
congder the protection of persond privacy in al aspects of system planning, design, deployment,
operation, and maintenance and shal not collect or disseminate any persond identifier information,
except as set forth herein. CCTV systems shal be used only as needed to perform necessary
trangportation planning, traffic management and traveler information functions as defined in this policy
and shdl not be used to monitor persons or private property, except as provided for in V1. A. 1 of this
policy. Inaddition, CCTV systems shdl not be used to monitor individuas or groupsin a
discriminatory manner contrary to gpplicable state law. The Department shall provide for aleve of
privacy consistent with reasonable expectations and the requirements of using CCTV systems for traffic
management and traveler information purposes.

For purposes of this policy, the Department defines providing for a "reasonable expectation of privacy"
asimplementation of CCTV systems design and management and operationa procedures, which do
not include the collection of persond identifier information as defined in this policy, except as
specificaly provided for herein. This means that the Department shal take dl reasonable efforts to
ensure that CCTV systems shdl not be used to collect persond identifier information congstent with

this policy.

CCTV systems may collect this persond information, on an exception bas's, only when such is needed
to provide for the safety of the public and/or to perform necessary traffic planning and management
functions such as zooming in on an incident to determine accident severity and appropriate emergency
response, or where al persond information is subsequently removed from the data which is then used in
an aggregated fashion, such as for the development of origin and destination data for transportation

planning purposes.
B. Visibility.

ATM Sysems shdl be built in amanner visble to pededtrians, individuas and motorists. The public
shdl be made aware of projectsto initiadly deploy or Sgnificantly expand CCTV sysems on afacility, in
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acorridor or throughout a region either through the requirements of the project design process, i.e.
design report, public hearing, SEQRA process or through specific advisement viathe locd media
and/or municipality, except where such advisement is not practica such asin the case of atemporary
ingalation for purposes such as short term traffic management, congtruction or data collection, or
where the indalations are an dement of routine-type maintenance activities. The Department shdll
disclose to the public information on these projects including location of cameras, the type of camera
views that will be monitored, how information is collected, how the information shal be utilized and how
such information shal be distributed. The Department shdl provide timely public notice and consider
public input in the planning and design of each of the systemsin accordance with the State
Environmental Qudity Review Act (“ SEQRA™) process and this palicy. If theingtdlation of CCTV
systems s such that the ingtdlation may result in a Sgnificant erosion of the public's reasongble
expectation of privacy, as defined in this policy, on or in the vicinity of the highway, roadway and
adjoining property, then such action shdl be reviewed as an action having an effect on abutting
properties or established human activities. Accordingly, the Department shal prepare an environmenta
assessment of such an action in accordance with 17 NY CRR section 15.6. Furthermore, the public
shdl be invited to observe the functioning of the CCTV systems from within the TMC, or other centra
gathering dte for traffic information.

C. Security/Integrity.

Data security shdl be designed into each CCTV system at the system architecture level. For the
purpose of protecting persond identifier information, CCTV systems shal make use of hardware and
software security technology, and audit procedures. ATM Systems shdl use operationd, technologica
and adminigrative safeguards to assure that access to persond identifier information is restricted to duly
authorized individuas. Cameras shdl be operated in awide angle view that does not collect persond
identifier information. When it is necessary to zoom a camerain away that persond identifier
information may be collected, dissemination of such data shdl be discontinued until such time asthe
camerais returned to aview where persond identifier information is not being collected except as
providedin VI. A. 2and VI. A. 6 of thispolicy. Data shdl be protected from improper ateration,
manipulation or improper destruction. Security software and hardware will be consstent with the state
of the art within the indudtry, as feasible for upholding the principles set forth in this policy.

The use of technology based privacy solutionsis preferred, except where impracticable. The
Department shall conduct a pilot project in Region 8 as st forth in the attached Addendum, in atimely
manner, to examine and assess such technology-based solutions in an operating ATM system. The
Department shal produce a pilot project eva uation report assessing the privacy solutions based on a
number of factors including technological and operation considerations and cost. The Department shal
conduct a study or studies assessing the feasibility of implementing the privacy solutions used in Region
8 in each of the other Department Regions. The study or studies shdl incdlude an andysisand
recommendetion for implementing such solutions in each of the Department Regions. Nothing shdll
restrict the Department from implementing such technology based solutions at an earlier date.
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D. Extent/Use

CCTV sysems shdl be aimed and focused to callect only the minimum amount of informetion as
necessary for transportation planning, traffic management and traveler information purposes. CCTV
data shdl only be used for the specific purposes set forth in this policy and with prior disclosure to the
public. The Department may share CCTV views with other public partners to achieve common
trangportation objectives in improving trangportation planning, traffic management and traveler
informetion.

Data sharing in accordance with statewide regulations and this policy will be done to promote the
performance of those functions, and only pursuant to written agreements that provide for the protection
of persond privacy conagtent with this policy. The agreements shdl limit use of CCTV datato
prescribed purposes, shall restrict the ability to record, retransmit, enhance or mine data from the
CCTV systems and further preclude knowingly distributing any data that may contain persond identifier
information. The Department shall discontinue the dissemination of datato any entity if the privacy
protections set forth herein are not followed.

The Department may dso distribute CCTV data directly to the public via the internet or other means
for the purpose of providing traveler information. The Department shall take al reasonable efforts to
ensure that any CCTV data disseminated in this manner shdl not provide persond identifier information
as previoudy defined in this policy. The sole purpose of providing such data shal be for the
dissemination of traveler information to facilitate traffic management and the efficient baancing of
trangportation infrastructure demand and supply and al such uses and dissemination shal be consstent
with gatewide regulations, and this palicy.

E. Access/Accountability/Retention.

Internal accessto data shdl be available only to authorized personne. Authorization of accesswill be
based on awork-related need and will include Department traffic operations personnd, agents of the
Depatment involved in ATM system management, operations and maintenance, and duly authorized
public partners. Thiswill not preclude internd digtribution to the generd employee population within the
Department of the same data asis available to the public for traveler information purposes viathe
internet, media or traveler information service providers. Vists by members of the generd public to
TMC shdl be permitted.

Accessto CCTV and ATM systems shd|l be controlled by pre-determined adminigtrative and
supervisory policies based on design and operationa considerations and shdl be tracked for adherence
to procedures. Disciplinary procedures shall be established to address improper access, data
manipulation, mining or data disclosure, aswell as for assessment of procedurd security. Procedures
shdl be developed to ensure gppropriate training of personne with accessto CCTV systems and other
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ingrumentation with respect to the requirements of this policy.
Data shdl not be recorded except in accordance with this policy.

In dl cases, recording shdl be done in accordance with this policy and shdl be retained only for the
minimum possible time frame after use of the archived data for its intended purpose, in accordance with
the gpplicable Record Retention Authorization. Recorded data shdl not include persond identifiers
unless absolutely necessary to accomplish the intended purpose. Routine archiving of CCTV data shall
not be part of the operationa procedures and any recorded data shall be addressed in accordance with
the Record Retention Authorization. Public access to any temporarily archived CCTV datashdl bein
accordance with gpplicable state law.

F. Commercial Use.

CCTV datamay be shared with other entities for commercid use in order to provide for the widest
digtribution of the information to alow travelers to make informed travel decisons. For this purpose,
the entity shdl be regularly involved in the distribution of traveler information for commercia purposes
and provides sgnificant value to the Department in providing for widespread dissemination of traveler
information to the public.

The Department shdl take dl reasonable efforts to ensure that any CCTV data as disseminated to these
entities, shdl not provide persond identifier information. The sole purpose of providing such datato
these entities shal be for the dissemination of transportation informeation to facilitate traffic management
and the efficient use of the trangportation infrastructure and al such uses and dissemination shal be
consgtent with this policy. Dissemination of deta shdl only be done by written agreement containing
privacy protection language consstent with this policy. The agreement shdl limit the entities use of the
CCTV datato prescribed purposes, shdl prohibit their ability to enhance, mine, anadlyze and utilize
persond identifier information from the data, shal redtrict their ability to record, resdl or retransmit the
video and further preclude them from knowingly distributing any data that may contain persond
identifier information as defined in this policy. Any agreements entered into by the Department with any
other entity shal expresdy provide that such agreement will be void if the entity fails to adhere to the
privacy protections st forth in this policy. The Department shdl discontinue the sharing of detalif the
privacy protection criteria are not adhered to.

G. Enfor cement.

CCTV systems should be designed and used primarily for the traffic management and traveler
information purpose for which they were ingaled and for which the public would reasonably expect.
Enforcement agencies play an important public safety role in incident management activities.
Accordingly, the Department partners and sometimes co-locates at TMCs with enforcement agencies
to provide for the best incident management service to the public. As aresult, enforcement agencies
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may have accessto CCTV data directly or remotey through TMCs for the purpose of coordinating
incident management and incident-related public safety activities, and such is not provided for routine or
regular monitoring for enforcement purposes. The ongoing sharing of data with enforcement agencies
shdl be documented by written agreement containing privacy protection language consistent with
gatewide regulations and this policy. Enforcement agencies shadl be responsble for ensuring that any
use of the CCTV systemsis done in accordance with statutory authority, appropriate lega process, or
emergency circumstances as defined by law.

V. Design and Operations Guidelines.

The following principles and guiddines shal apply to the Department's use of CCTV systems on its
roadways.

A. TMC Policy Implementation.

1. Each region with an ATM system which includes CCTV systems shall designate a person
respongble for the implementation and ongoing compliance with this policy including monitoring
of loca system design and operation to accommodate system and technology changes
conggtent with this Policy.

2. Such person shdl be a least agrade level SG 24 and should be ether the Regiona Traffic
Engineer, the Assstant Regiond Traffic Engineer or the TMC manager.

3. Such person shdl be responsible for monitoring research of the latest hardware and software
technology for CCTV systems which are congstent with the design of the system, the policies
et forth in this Policy, and shdl implement into the locd CCTV systems such feasible
technologies necessary for upholding the principles set forth in this Policy.

B. Deployment of CCTV.

1 The public shdl be made aware of projectsto initidly deploy or Sgnificantly expand CCTV
sysems at afacility, in a corridor or throughout a region in accordance with applicable
requirements of this Policy.

C. L ocation of CCTV System Camer as.

1 Cameras shdl be placed to provide the best available viewing of the roadway section, taking
into account exigting physica redtrictions and topography.

2. Cameras should generdly be indaled in areas of traffic safety concerns and/or traffic
congestion.
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VI.

CCTV systems should generaly be ingaled in conjunction with other ATM system eements
including variable message sSgns, highway advisory radio, traffic detectors, etc. to provide for
trangportation planning, traffic management and traveler information needs.

CCTV system cameras shdl not be conceded and shdl be ingtaled at |ocations which provide
an open view of the camera from the roadway, except as necessary and in response to
accommodeating public concern with roadside aesthetics.

Operation of CCTV Systems.
CCTV Operations

No CCTV system shall monitor persons or private property, provided however, this provison
shdl not prohibit such monitoring on or adjacent to the roadway or right-of-way where it is not
practica to avoid such monitoring during CCTV operation as provided in this policy, and this
provison shdl not prohibit such monitoring in the event of a public hedlth danger or safety
emergency, and this provision shal not prohibit the viewing of traffic-raed conditionsin plain
view only as necessary for the Department to perform its traffic management activities as
provided in this palicy.

Persond identifier information data shal not be collected by the CCTV system, except that
such data may be collected to provide for the safety of the public, respond to incidents, and the
performance of necessary traffic and planning management functions.

CCTV sysems shall operate in awide-angle view mode which shal enable operatorsto view a
large segment of the roadway without providing the ability to view any persond identifier
information except as provided in Section V. A. 2 or otherwise provided herein.

CCTV sysems shdl have physica and/or software controls which shdl redtrict the viewing
areato the extent practical to that required for the intended traffic/incident management
function.

CCTV sysems shd| only be used in a zoom mode where persond identifier information may be
being collected on an exception bag's, as defined inthis policy. CCTV systems shdl be
returned to aview not containing persond identifiers when the need for such zooming has been
met.

In the event of a public hedth danger or safety emergency, the Department may provide persond
identifier information to such other public partner and/or entities as may be necessary to prevent,
limit or mitigate such emergency.
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Recording of CCTV System Video.

Except as provided for in this policy, CCTV data shdl not be recorded and al datadisseminated
fromCCTV sysemsshdl betransferred in ared timeor limited time delay datafeed. Indl cases,
recording shal only be donein amanner that protectsthe privacy of the public in accordance with

this policy.

CCTV data shdl only be recorded in response to a specific need where areview of the data
would contribute to improving safety and/or future traffic operations procedures or system
planning and performance induding:

i. review of atraffic operations or safety problem;

ii. provisgon of atraining review for future operator training;

iii. research activities that will improve future technology or operations;

iv. pos-incident review of a particularly complex incident and emergency response for the
purposes of improving operationa procedures and response;

V. demondtrating or testing equipment or system functions; or

vi. collection of data for transportation planning management purposes where persond identifier
information is subsequently removed from the data

If arecording is made, it shdl be retained in a specificaly designated and secure location with
access redtricted by supervisory level personnd.

CCTV system datawhich have been recorded shdl beretained only for theminimum possibletime
after use of the archived data for its intended purpose in accordance with the applicable
Department Records Retention Authorization.

Training and Accountability.

All operators shdl be trained and certified in the proper operation of the CCTV systems
according to the policy and principles set forth in this policy. Such certification shal be required
before operators are alowed to operate CCTV systems. Operator training shall be maintained
as an evolving, continuous process.

Each TMC shdl have awritten procedures manua for operation of CCTV sysems. This
manud shdl include the principles and policy set forth in this policy, and may ether be a part of
an overdl TMC Operations Manua or a specific CCTV system Operations Manual.

All TMC personnd authorized to operate the CCTV system shdl be provided with a copy of
the operations manua, and verify in writing that they have received it , reviewed it and agree to
follow the procedures in the manudl.
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4, Disciplinary criteriashd| be established for personnel who knowingly violate the established CCTV
system operations procedures and principles or policy set forth in this policy, regardiess of the
agency or entity by whom they are employed. Department personnel shall be disciplined in
accordance with appropriate personne procedures. Any contracts with firms involving the
operation of CCTV for the Department shall include appropriate language requiring conformance
with this policy and identifying an acceptable disciplinary procedure. The disciplinary procedures
shdl be apart of the TMC or CCTV system operations manual.

VII. Agreements

The Department shdl not provide CCTV data containing persond identifier information to any public
partner except for the purposes set forth in VI. A. 2 and VI. A. 6 of this policy, or to a private entity
except for the purposes as set forth in V1. A. 6 of this policy at any time, provided, however that the
Department may provide such data, consstent with this policy, to consultants retained by the
Department in the performance of Department functions. The sole purpose of providing such data shdl
be for the dissemination of transportation information to facilitate traffic management and the efficient
use of the trangportation infrastructure and al such uses and dissemination shdl be constent with this

policy.
A. No data shdl be shared or otherwise disseminated except in accordance with this policy.

B. Any agreement entered into by the Department with any public partner or entity, except as
otherwise provided in this policy, shdl provide that there shal be no dissemination of data
containing persond identifier information to any third party without written agreement containing
privacy protection language congstent with this policy. Such agreement shdl limit the use of the
CCTV daato prescribed purposes congstent with this policy, and shall prohibit the mining of
such data

C. Any agreements entered into by the Department with any public partner or entity shdl expresdy
provide that the party to such agreement shal no longer receive dataiif the entity fals to adhere
to the privacy protections set forth in this policy.

D. The Department may terminate any agreement or execution of such agreement that does not
conform with the provisions of this regulation.

E Agreements entered into under this policy shal provide the Department with complete authority
and retain control over the CCTV systems data that is provided to other public partners,
entities and the public, including when it shal be made available. Such agreements shdl provide
that when CCTV systems collect persond identifier information, data feed to any entity shdl be
discontinued until such time asthe CCTV systemsis returned to a mode where persond
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identifier information is not being collected except as provided in V1. A. 2and VI. A. 6 of this
policy.

Agreements entered into under this policy shal provide that entities receiving data shal not have
the right to re-transmit, enhance for persond identification, mine or otherwise modify data
containing persond identifier information.

All agreements between public partners or entities and third parties for receipt of CCTV data
ghdl be congstent with the privacy redtrictions and policies of this paolicy.
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Addendum

Design Guidelinesfor Lower Hudson Valley CCTV/ATM System

[ Introduction

The Department’s Hudson Valey Region (Region 8) is currently designing and deploying an ATM
systemn to manage traffic and provide traveler information in the Lower Hudson Valey. The ATM
sysem will indude a CCTV subsystem. The Region will incorporate in the ATM system design,
deployment and operations a technol ogy-based gpproach to monitoring and/or controlling the collection
and digtribution of CCTV camera data to further supplement and enhance the Department’ s ability to
operate CCTV systemsin amanner condstent with the Statewide Policy for the Design and
Operation of Closed-Circuit Television (CCTV) in Advanced Traffic Management Systems.

1. Applicability

The system will be used by the Department as a pilot to demonstrate and assess the ahility of various
available technologies and design gpproaches. The pilot system will be evauated based on a number of
factors including technologica congderations, operationa success and cost, and to the extent

determined successful and feasiblein dl or in part, will be incorporated into other Department ATM
sysems asthey areinitialy designed and/or as existing systems undergo major upgrading.

IIl. Design and Operational Concept:

A. Ovedl Approach:

1. The CCTV system design and operation shdl be in accordance with the statewide Policy.

2. The system shdl incorporate in its design, deployment and operations a technology-based
approach to monitoring and/or controlling the collection and distribution of CCTV datato
further supplement and enhance the Department’ s ability to operate CCTV systemsin a manner
consistent with the Statewide regulations and Policy.

B. Definitions

1. "Presat Mode' shal mean an operationad design congraint in the closed-circuit televison system

that sets camera angles and camera movements for each closed-circuit televison system
camera so that entities or the genera public receives data that only alows such usersto see
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roadway conditions without persond identifier information, and that sets pixel density of such
data so that it cannot be mined to provide any persond identifier information.

"Zoom mode" is any closed-circuit televison syssem cameraangle or postionthat isnot  the
preset mode of the closed circuit televison system camera

C. Design and Operation Parameters for the CCTV Camera System:

1.

2.

The CCTV system will be designed with preset and zoom modes as defined above.

Cameras shdl only be usaed in azoom mode where necessary for traffic/incident management
purposes and in accordance with the Statewide CCTV Palicy.

When acamerais moved into the zoom mode, the system shdl automatically discontinue the
data feed that is being distributed to non-Department of Transportation entities for commercia
purposes or directly to the public until such time asthe camerais returned to a preset mode.

Cameras will be returned to the preset mode when the need to zoom has been met.
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